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Naturela Smart Home System

Web based monitoring and control system

Naturela Smart Home is designed for remote monitoring and control through the Internet. It is
compatible with the latest generation smart electronic controllers produced by Naturela Ltd. The
system works with internet data transfer, thanks to which it makes no difference whether you are
next to the device or not. All that is required is that both devices have an Internet connection. In
order to connect your devices with the system, their controllers need to be equipped and working
with the NRM-W3 WiFi module.

Main advantages of Naturela Smart Home system:

Records and displays all important values, measured by the controller, thus provides real-
time information about the appliance's state and status.

Allows remote access and configuration of all important variables and parameters that play a
role in making sure that your device is working as intended.

Option to export back-up files with optimal settings for the appliance. In case of a software
reset or controller replacement, all settings can be recovered by uploading the back-up file.
Provides an option to grant access to the appliances' settings to other user profiles, such as
other family members or a qualified technical support team, that for example can make sure
your device is working on an optimal and economical level.

Records and displays statistical data about the performance of your appliances

Displays registered events from the self-diagnostics system.

Provides a remote software update.

This option is not automatic. It is performed by Naturela Ltd specialists after recommending
it to you and with a given consent!

WiFi module uses only the range 2.4GHz (IEEE 802.11 b/ g)
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First, switch power supply of your unit, which is equipped with controller and modem. Then
connect it to local WiFi network, follow the next procedure. For the initial setup procedure of the
WiFi module to your home network, you should use a Smart Home application. You can download
it from Google Play or from the App Store by using the QR codes provided below, or by clicking
the picture of store logo you need (link is embedded into the picture of the logo).

GETITON # Download on the
» Google Play ¢ App Store

After downloading and installing the application a new application icon will appear on your phone:

%})

When the application starts, the access to two pages, “Client” and “Settings”, you will receive. The
“Client” page gives you access to the units joint to monitoring and control system (Naturela Smart
Home). This page will only work as intended if you phone has Internet access. The second page will
be used to set the necessary parameters for connecting the WiFi modules of your devices to your
Home Internet network.
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In order to connect your phone to the WiFi module (for example of NRM-W3) you would have to
use the second page, which is “Settings”.

Under “Setup Internet Connection” you have to input the following parameters: the name of the
network (WiFi network), the password of the network, the Access code of the modem (last four
characters of the modem ID), and the network's security type.

Connecting the WiFi module NRM-W3 to your home network

The WiFi module must be connected to the local Internet network in order to communicate with the
monitoring system.

* The connection is possible only if the local Internet network's outgoing port 32006 is enabled for
TCP packets.

* WiFi module uses only the range 2.4GHz (IEEE 802.11 b/ g)

The setup procedure requires that you know the network's SSID (name), password, and security
type, as well as a device with a WiFi modem, such as a smart phone, tablet, laptop, or a desktop
computer with a WiFi modem.

Turn on the power supply to the controller equipped with NRM-W3 and go to the menu option New
WiFi network for the pellet burner controllers, or Reinstall WiFi network for the water heater
controllers.
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New WIiFi network

Press v to start

the initialization

in AP mode or
< to cancel.

Upon pressing the down navigation button on the Control module, the WiFi module creates a new
access point. The new network's name appears on the screen. In this case it is Nat-AP-037.

New WiFi network

New Access Point
“Nat-AP-037"

Successful!

The next step is to activate a WiFi mode of the Smart phone. From phone choose the network with
name Nat-AP-xxx, created from modem. The instructions below explain how to connect NRM-W3
to the local WiFi network using an Android device.

Turn off your device's data connection (to make sure the device’s browser is only using WiFi) and
turn on the WiFi connection. Go to the device's WiFi network settings and connect to the network
Nat-AP-xxx. This network does not require a password:
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core

(B8 wi-Fi

Naturela_AP_VIVACOM_N

Connected

18:08

NAT-AP-027

Nat_Vivacom?2
Secured with WPA/WPA2

default
Secured with WPA2

The new Android versions can be displayed the message, similar of the next one:

Current network

=y
= Connected
without internet

Please wait some seconds and message will disappear, the phone will connect to network generated
from modem.

Internet may not be
available

If you stay connected to this Wi-Fi
network now, your phone will also
stay connected whenever you use
this network in the future.

You can change this in Settings >

Connections > Wi-Fi > ADVANCED
> Switch to mobile data > Network
exceptions.

There is an option for different messages, depending of Smart phone model, depending of its
software version.
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In case of above displayed message, you should press “Keep WiFi connection”. Thus your phone
will connect to WiFi module network and may be appear the next message:” Internet can be not
accessible”. It is a normal situation.

You can also see a sign below that shouldn’t bother you: =!

_—
-

After successfully connecting your phone to the created network from the WiFi module (NRM-
W3),wait about 30 sec for scanning the nearby networks. You can proceed to connect the module
with your home network by using the Smart Home Mobile application, which is also available for
1Phone devices.

%)

After launch the application screen will appear, which consists of two pages: Client and Settings. To
connect WiFi module to the Internet you must use the Settings page. Then the message “Application
connected to modem” will appear briefly.

Information

Application connected to

modem!

If you don’t see this message, you must close the application and start the procedure again from step
“ Reinstall WiF1 network”. This should be done if it is not appear version of the modem ( see a
picture below). The parameters that must be entered for the connection to the home network are the
next: network name ( WiFi Network), the password for access to this network ( Password), Access
Code- the last 4 symbols of modem ID and method for Internet encryption ( Sequrity).
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The last 4 symbolé
of modem ID
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Setup Internet Connection

Modem version: 37
WiFi Network

Nat_Vivacom3

Password

Access Code

f832

Security

Wpa And Wpa2 Personal
Nearby Networks

Nat_Vivacom3: -42dBm:Wpa

RESTART

—If the WiFi module is connected

Wto application, its software version
will displayed

Press here for scanning
of the nearby networks.

You can use The Nearby field to avoid entering the network name and encryption method for
network. The scanned nearby network will be displayed and you can chosen the own one to connect

the WiFi module.

% %.480%M19:16

Pixi_85: -94dBm:Wpa

M-Tel_ACOB: -46dBm:Wpa

DIRECT-e6-HP M477 LaserJet:
-50dBm:Wpa

SNM: -86dBm:Wpa

BUZILOVI: -93dBm:Wpa

Nat_Vivacom3: -28dBm:Wpa

default: -86dBm:Wpa
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Keep in mind that only module NRM-W3 with a software version of 37 or above, is able to provide
information for nearby networks.

When you input the necessary information, you have to hit SEND, in order to send that information
to the WiFi module. After a successful connection has been made, in the field Device ID, you would
be able to see the full ID number of the WiFi module. You can copy this number in case you need to
add a new device through the information system.

3 7.0 41%% 19:42

&

CLIENT SETTINGS

Setup Internet Connection
Modem version: 37
WiFi Network

Nat_Vivacom3

Password

Access Code

f832
Security
Wpa And Wpa2 Personal

Nearby Networks

Nat_Vivacom3: -42dBm:Wpa

The full ID of the Device Id
Module. It can be copied. B68AEBEDF832

After successfully finishing the procedure of connecting he WiFi modem to your home network, it
will start to send and receive packers from the server. If you want to make sure that this is
happening, you can look at the information in the menu “WiFi connections.” There you can look if
the IP address matches the one of your home network (if you know your personal IP), if the WiFi
shows status “Connected,” and if the values under “Snd/Rcv” show activity. These values should be
increasing steadily at approximately 1 unit per minute).

If the connection is not successfully established and you had experienced some problems, you could
retry the procedure by starting from turning the modem's Access Point mode ON.

The modem remembers all of your personal settings, which means that in the event of a power cut,
it would not require to be set up again. You would have to go through the above explained
procedure only if change the location of your WiFi module or if you change the router of your home
network.

Caution:

WiFi modules NRM-W3 accept only numbers, letters and/or underscore () in the network's
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SSID and password fields. Other characters, such as space are not accepted.

If your network is encrypted using a WEP password, you will need to use the appropriate sixteen
digit number, representing each letter.

If you happen to provide an incorrect password, after that, there is a chance that you would have to
repeat the correct process twice in a roll, in order to connect to the router. Before each attempt you
would have to go trough the “New WiFi network” process again.

An ID finding of the WiFi module “NRM-W3”

* A module is mounted in pellet burners NPBC-V3C. When you are in main screen, press the
right navigation button twice (“P“) and down navigation button (“ ¥ ) once, to proceed to
the next screen:

ID

13814d44 f12b | Access Code
IP

172.022.021.001

WiFi mode
Access point
Snd/Rcv
00357 00357

* A module is installed in thermoregulators NHC- H52. When you are in main screen, press
the “Enter” button twice and down button (“ ¥”°) once to proceed to the screen.

WiFi connections

D 13814D44 F135 —Sull UGN
IP 192.168.008.101 —
WiFi Connected

Snd/Rcv 00357 00357
Errors 00000

After connecting the modem to the Internet, your phone will be disconnected from the created
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network and depending on your personal settings, it is going to connect to another network (Internet
access). After that, you can switch to the page “Client,” through which you can connect to the
information system of Naturela Smart Home.

Remote monitoring system user interface.

In order to make it more convenient, the user interface of the system is web based. Thanks to this,
you will have a secure access to your devices right from your smart phone, tablet, or personal
computer. For an optimal and an easy experience with the system, we recommend that you use one
of the two browsers: Google Chrome or Mozila Firefox

Naturela Smart home remote monitoring system is accessible at the following address:

iot.naturela-bg.com
or

MyNaturela.com

i C | & Secure | https;/iot.naturela-bg.com

a/ NATURELA

4 ECTRARONIC®

You can also use the CLIENT page of the Naturela Smart Home app.

Each user needs to create an account in the system. In order to create the account, you would
require an e-mail address which is going to be used as the user name, a password, and providing
your names.

The login page will look like the one below. When connecting to the system, you will need to input
the correct user name chosen and password. After that, click on the “Log in” button.

Log In

Email

Password —
_ - If the Check box is marked
‘ when you enter every next
~one time will not ask you for
Log In

Remember me

Log In

Register as new user

Forgotten Password
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If you do not have a registration in the system, you can create a new user profile by clicking on the
link “Register as new user” and filling all fields in the registration form:

Register New User

Confirm Password

First Name

Mark field to confirm
that you are a person
and not a bot.

[' ™ I'm not a robot

Cancel Register

1t is important that you use a real e-mail address because if you forget your password, using the e-
mail we can reset it for you.

Please make sure to check the “I’'m not a robot” box. It is designed to keep away computer
programs from creating false accounts. The reCAPTCHA form may require you to answer
additional questions. This is to avoid malicious programs to register invalid accounts. This form is
on Google and if there is any doubts that |”Robot” program enters an account, will pose additional
questions. To start registration procedure you must press “ Registration” button. Then the system
will send you an email to the entered address with link for confirmation. The next message you will
receive:

Activation email sent. Please follow
instruction inside the email.

Go to log_in
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Open the received e-mail and click on the link.

User was successfully activated.

Go to log_in

Caution!

* There are cases when after the received link are added additional characters, for instance
point. Therefore the link must be copied without the point in the command row of any
browser and after that run to activate.

* Is it possible the filters of your email to send email with link in SPAM folder. If you didn’t
receive for 30 secs, you can find in these folders or to re -request

As confirmation of this operation you will receive the next message:
¢ User was activated successfully’

This completes your registration and you will be able to use your account at Naturela Smart Home
system:

If you get or give your units manage rights to another user, he/she will see your name as device's
owner or receiver. Getting rights is done by giving your e-mail address to the owner of the unit.
Restoring a forgotten password

To restore a forgotten password, click on the link “Forgot Password” located on the login page and

fill in the email address that you used when registering into the system. The box should look like
the picture below:

Forgot Password

Email

Go to log in

After submitting your request, check your inbox for a password reset email. Click on the URL
provided in the email to be redirected to a page where you can enter a new password.
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Forgot Password

Repeat Password

Go to log in eabrit

Please be advised that the new password URL is valid only for 24 hours after receiving it!

After logging in, you will be redirected to the home page. All appliances and devices that you have
registered and have an access to, will be displayed on that home page. The email address and the
names used upon registration are on the top left corner of the screen, followed by the menu options:
My Devices and Manage Account. The rest part of screen contains a short information about the
devices available for your account.

Araracos!
manager@naturela- NHC-H52M-1B En. + Conap + Koten lopenka ¢ NPBC-V3C-1 Burner Topernka BeHuu

bg.com - - Oy g - O 0@ 0 O @ @@

My Devices

= .
Manage Account Ly

e

ID:F3B3EC585A32
Last Active: Offline
UTC+02:00
Grant Access

Remove

MocTpa B Odhnc 2

ID:FS5EC5A383432
Last Active: 05/09/2019 11:51
UTC+02:00 ~
Grant Access +

Remove

Croii4o

ID:FD5D6B187B32
Last Active: 05/09/2019 11:17
UTC+02:00 ~
Grant Access

Remove

Tepmonomna Hatypena

ID:FC68E66B1832

Last Active: Offline

UTC+02:00
Grant Access

Remove

ID:AE7623857832
Last Active: 05/09/2019 11:51
UTC+02:00
Owner: ventsislav samanliev

Remove

Owner of the
specific device

Manage account options
Change names
When press Manage account, the next page will give you three new options: Change Alert e-

mail , Change Name and Change password.

The system has a possibility to send a message for all registered dangerous failures to your e-mail.
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By pressing ““ Change Alert e-mail” button you should input a new address for failures notices. Your
registration e-mail will be use in default.

Hello, ATaHac
ATaHacos! Alert email

manager@naturela- manager@naturela-bg.com
bg.com

My Devices
]

Manage Account

Change alert email

Change Name

Change Password

By pressing “ Change name”, you will proceed to the next screen:

L NATURELA

LECTYT AOMIES

Hello, Atanac AtaHacos!

First Name
manager@naturela-

My Devices Last Name

Atanasov

Manage Account

Change Name

Change Password

After making the desired changes, press Save to accept the changes or switch to any other menu to
abort them. If you decide to refuse of name change, press buttons of the other function as “ My
devices”, for instance.

Change password

To change the password, press Manage account and then Change password. Make sure that you
know your old password, because it is required to fill it in before choosing the new one.
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A’  NATURELA

ELECTROGOMIE®

Hello, AtaHac ATaHacog!

Old Password
manager@naturela-

bg.com

My Devices New Password

Manage Account

Change Name Confirm new password

Change Password

Press Save to accept the changes or switch to any other menu to abort them.

Delete of your own profile

If you no longer need your Naturela Snart Home account to delete it have to send us an e-mail to
office(@naturela-bg.com from the email with which you are registered in the system, with the text”
Delete account”. We will if no errors occurred, for example if you still have your own devices and
after that when it is possible, we will delete your account. This operation will delete all your
personal data from the system, will release your devices if such devices remain and will forbid to
manage other’s people devices if you have such managed.

If you have registered your account and aren't link to it devices, 12 months after the last access to
it, the account will be deleted!

General information for the devices, that you have access to.

The “Home page” and the “My devices” pages displays all units that the current profile has access
to. The information for each device contains of the following information: name of the device,
sample picture of the appliance or the system, WiFi modem's ID, date and time of the last received
data from this appliance, time zone of where the appliance is, an option to grant access to others (if

your profile is the appliance owner) or to remove a device.
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‘ Enter or edit device
Device name (given name
by user).
Click to enter
monitoring and
control interface
For the device
Sample picture of the ‘
appliance/installation.
Click to enter
monitoring and control
interface for this device ‘ 12 digit ID of the
| ID: FSEC5A383432 ~ . Wikimodem
Date and time of the
last received data ; ‘ Click to edit
from this device Last Active: 21{04{201? 09:41 ” time zone of
| Ll Ll A "‘ the device
Grant another profile UTC+02:00 .
aCCESs 10 the eViCe | | _
Grant Access Indicator that another

) \ to the device
Delete the device

user has access
from current profile ’

Remove

For correct clock synchronization of your appliance you must set the proper time zone!
Adding a new device

To link a new device to the profile, click the sign "+" from “My Devices.” The systems will ask

you to enter the WiFi modem's 12-digit ID without intervals. (Check the appliance's user manual for
more information where to find the WiFi modem's ID.):

Add device
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Click on the Add button and allow few minutes for the connection between the system and the
device to be established. The information about the controller and the device will be displayed once
the connection is made.

As soon as the device is linked, its name and time zone may be changed. The name that you will
give to the device is up to you. This option is designed for your convenience because you might
own multiple devices of this sort. It is important to select the correct time zone for the device, in
order for the automatic time setup to work properly.

Change device name

Change time zone

(UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, \ ¥ Drop-down list of
time zones

Few minutes after the time zone is changed, the clock will be automatically set.

Keep in mind that if you first enter a device it becomes yours. This means that you will be the only
one that can give access to others, or to remove it from the system. If a device is linked to your
profile, no one else can add it to their account.

We recommend that you do not wait too long to link your appliances to your account, because
someone else might make a mistake and accidentally input your device'’s ID instead of theirs.

Adding a device to a profile can only happen after connecting that device to the Internet.

Grant device access to other people using the system.

On the "My Devices" page, there is an option for the owner to grant access to another user, for one
or several of the devices linked to that owner's profile. This option is recommended when more than
one family member needs access to the appliance's monitoring and control interface or when
technical support is required to set parameters or resolve an issue.
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Grant user access

List of all users with
access to this device Access granted to:

Click to remove

User: Enena AtanHacoea Remove
User: Nelina Yordanova Remove —

user from the list

User: Angelia Mincheva Remove

Enter new user's email
address to grant access

Grant Access

A profile that links a device becomes its owner. Only the device owner can grant another user
access or delete the device from the system. As long as a device is owned by a user profile, no other
profile can link it.

Monitoring and control interface

To access the monitoring and control interface, you can go to the “My devices” page and click on
the device name or on the sample picture. The interface of this page varies based upon the device’s
type, hardware, and software version.

Remove an appliance from the system

If you are no longer in possession of the appliance, it is recommended to remove it from your “My
devices” page, in order for the new owner to be able to link it to his or hers profile. To remove a
device, click the “Remove” button from the box of the device.
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